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Ba)XHo: B AaHHOM npe3eHTaumn AWS npeacrtaBnaeT apxMTeKTypHble KoHuenTbl. AWS He
NpeaoCTaBaAeT OPUANYECKUX PEKOMEHOALUMIM U KOCYNbTALUMKW, 3Ta Npe3eHTauma He ABNAETCA
dbopmou ropnanNYecKkon KOHCYNbTaLUM.
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TpeboBaHUA, C KOTOPbIMU CTANIKMBAIKOTCA 3aKAa3UNKKN B
Poccuu

* JloKannsaumna AaHHbIX
* 3aWnTa AAHHbIX
 JIOCTYNHOCTb U YCTOUYMBOCTb K KaTacTpodam

* HapeXHoe coeanmHeHUe
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JIoKkannsaumna AaHHbIX

[MpMHUMN N0KaAn3aumMm AaHHbIX: onpeaeneHHble TUMbl AaHHbIX A01KHbI PU3NYECKU
pacno/siaraTbCA Ha 3a4aHHON TeppuUTOpPUN

* MoeT b6biTb BHELWWHUM UM BHYTPEHHUM TpeboBaHMEM

OrpaHUYeHUA MOryT KacaTbcA 06paboTkn KoHPnaeHUManbHO MHOPMaLUN, TAKOWN KakK
NnepcoHasibHble AaHHble, TPAHCrTPAHUYHOM Nepegayumn JaHHbIX U T.1.

3aWnTa AaHHbIX

MpenoTBpaweHNne HeECAaHKUMOHUPOBAHHOIO UM CIY4aWUHOro AO0CTYNa K AaHHbIM
* lWndpposaHme

J10CTYNHOCTb U YCTOMYMBOCTb K KaTacTpodpam
* BbICOKOAOCTYMHbIE APXUTEKTYPSI

¢ CTpaTerl/IVI BOCCTAHOBJ/1IEeHNA NMNocCne KaTaCTpO(b

* [loaxod «MHPPACTPYKTYPA KaK Koa»

HapnexHoe coeanHeHue

MWHMMaNbHasA 3aBUCUMOCTb OT NYHB/INYHbBIX ceTel, BbICTPbIN KaHaN CBA3U
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MbpunaHble apXmUTeKTypbl: 6a30Bble KOMNOHEHTDI

(ﬁb AWS Direct Connect

AWS Site-to-site VPN

Amazon RDS on VMware

RNA

AWS Database Migration Services

@ Amazon Elastic Kubernetes Service

© 2020, Amazon Web Services

Amazon Cognito
Amazon Route53
AWS AppSync

29l AWS loT Greengrass

AWS DataSync

, Inc. or its affiliates. All rights reserved.
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Mpumepbl TM6pPUAHBIX aPXUTEKTYP
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Mpumepbl TM6pPUAHBIX aPXUTEKTYP

BbiaeneHHbin u 3awmuieHHbIU KaHan AWS Direct Connect u AWS Site-to-
site VPN
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Mpumepbl TM6pPUAHBIX aPXUTEKTYP

BbiaeneHHbin u 3awmuieHHbIU KaHan AWS Direct Connect u AWS Site-to-
site VPN

Amazon RDS on VMware

AWS Database Migration Services n nokanbHble CYB/1
CloudEndure Disaster Recovery
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Mpumepbl TM6pPUAHBIX aPXUTEKTYP

BbiaeneHHbin u 3awmuieHHbIU KaHan AWS Direct Connect u AWS Site-to-
site VPN
Amazon RDS on VMware

AWS Database Migration Services n nokanbHble CYB/1
CloudEndure Disaster Recovery

Federated Kubernetes n Amazon EKS

AyteHTndunkauma c Amazon Cognito n Poccnmckmm ldentity Provider
Bebcant c Amazon Route53, nokanbHon CYB/1 n sBebcepsepom
ObbveamnHeHmne aaHHbix ¢ AWS AppSync n Apollo

NHTepHeT Belwen ¢ AWS loT Greengrass

bonblwine gaHHble U aHanAnTUKa ¢ Amazon S3 n AWS DataSync
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[Mbpunabl: ceTeBou CNOuU

BbigeneHHbIU n 3awmueHHbln KaHan AWS Direct Connect u AWS
Site-to-site VPN

G AWS Cloud AWS Direct Connect partner Corporate data center
(Helsinki / Warsaw) (Moscow)
[‘ Region

: .. & ____________________________ AWS Direct connect

0 ooo
Availability Zone 1] 000
' NEgl Subnet ; L 1] ooo
éﬁ) // yposnetsopset
y - |

: \ VGW Associated Direct Connect GW /_\

1 [ ]

; « - 4 ; » : TpeboBaHUAM:
Amazon EC2 Instances i Private VIF U

| v

! Virtyal Gatgway (Vi i

C;W}\\ Direct Connect Endpoint Customer/partner router //,// " Customer router [ 3a LLIIMTa pla H H bl X
E ( :: ) E \\\._

AWS Cage Customer/partner cage

AWS PrivateLink/ Endpoints | g

* HapeXHoe coeanHeHue

IPSec Tunnel

Amazon S3

AWS site-so-site VPN
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[Mbpunabl: Chon AaHHbIX

Amazon RDS on VMware

AWS Region Russia
' LocalDC
sy AWS Cloud N s e S S ]
23] Custom Availability zone
@] reicvivone | . VPN a. vmware
: : for management Local replica (3B) :
5 (WySQL, PostgresaL)  LocalBackups | YnosneTtsopsaeT
write, chage,
update , I . (. TpeboBaHUAM:
i 1 i ! A
! Amazon RDS (3A) ?T? T 1 :
' i D { [ J
§ (read-only) . — backlljp ) ] JIoKannsaumna AaHHbIX
' , Direct Connect | | | .
: | 4 Bl JlocTynHOCTU U
replication / )
| : - (custom) : : \ read / write (1) | 5 YCTONYUBOCTDb K
! i |
. -~ B KaTacTpodam
f i
.................................. B 7 | I —
! Site-to-Site !
VPN
| [
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[Mbpuabl: 10N NPUNOKEHUN

Frankfurt, Germany

bonblwiune gaHHbIe U AaHANNTUTUKA

Gy AWS Cloud

:

-

Ad-hoc query

EMR
Spark processing

DataSync

SEEY
Redshift DWH
f—
Streamin
¥

data

Kinesis Firehose MSK (Kafka)

Data ingestion Data Ingestion

| |IMoscow, Russia
i
|m Local DC
Gﬁ) 0 HH
| B Oracle
1
; - aag (| S
«——2 —
: —P <= Export | MySQL
I "~
; DataSync Agent NFS ) —
: ‘PostgreSQL
| o
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i
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i
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l‘i*l ) HDFS
I
Site-to-Site |
VPN ¥
i
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i
§
i
I
i
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TpeboBaHUAM:

* Jlokanusauma AaHHbIX

* JloCcTynHOCTU U
YCTOMYNBOCTD K
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NHTerpauma «n3 kopobku» mexxay SL.Cloud n AWS

aWS partner

network

Select

Consulting
Partner

Solution Provider

Channel Partner

[oTOBble 0bpa3bl «AWS DataSync» n « AWS Storage Gateway» B
KoHconun SL.Cloud

PacwmnpeHue xpaHunumua B obnako AWS

CnHxpoHu3auma gaHHbix mexay SL.Cloud n npunoxkeHmamu,
paboTtatowmmm Ha AWS

[NMpoaBuHYTbIe PaaS cepBuUchkl OT ingepa pbiHKa AWS A0CTYNHbI B
PaMKaxX O4HOro KOHTPaKTa

JKcnepTmsa nHKeHepos CodpTnaliH B pa3BepTbiBaHUM CNOMKHbIX
cueHapues
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Hybrids: Data layer

AWS Database Migration Services with local databases

AWS region

Gy AWS Cloud

native replication (4B)

G

!

i

( )
' Direct Connect
!

write, change,

Amazon RDS
(read only)

backup (3B)

Amazon S3

ongoing replication (2B)

AWS DMS

(Database
Migration
Service)

Site-to-Site
VPN

Moscow, Russia

Local DC

ng replication (2A)

native replication (4A)

s /‘]

backup flow (3A)

/
/
p

read, wrri‘te
change, update (1)
BN J

Local Database
Master
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Requirements addressed:
« Data residency
Availability & durability
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Hybrids: Data layer

CloudEndure Disaster Recovery

CloudEndure Agent Handshake

L

APIs to Create Staging Area
& Launch Target Machines

=7

CloudEndure
User Console

n Corporate Data Center / Any Cloud

_
_

=| ORACLE
DATABARE
==
CloudEndure
Agent

_
_

El Sl server
Eac

@_

Disks

CloudEndure
Agent

Replication Server Configuration
& Ongoing Monitoring

Target Region

e

=) Staging Area Subnet

LD

— (&)

Continuous, real-
time data replication
traffic (compressed &
encrypted) with
sub-second RPO

T

Target Subnet

paii
ORACLE 3

D

LD

Staging Area
Replication Servers
(Lightweight Linux
EC2 Instances)

Orchestration &
system conversion
enable RTO of

— (&)

minutes regardless
of disk size

LD

Staging
EBS Volumes

DATABASE E ﬁ
Launched
Target EC2
Instance
=
> 50 server D
Launched L
Target EC2
Instance Target
EBS Volumes
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Requirements addressed.:
« Data protection
 Availability & durability
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Hybrids: Application layer

Federated Kubernetes with Amazon EKS

RS F Cloud provider in Russia, or on-premise in Russia

Federated K8s control planeﬂ)

Standard K8s API

% v Requirements addressed:
‘ VPN connection @  Availability & durability

P°"s® @ coo @ P°"S® @ coe @

AWS Fargate Amazon EC2

Standard K8s API

Amazon EKS
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Hybrids: Application layer

Website with Amazon Route53, local database and webserver

Other users

Amazon R53

-« (2)—>» —(1)}—s

RU-based users

Other countries Data (2)
1

Amazon 33 Amazon (loudFront

B AWS Cloud

vailability Zone A Availability Zone B
e e T e :
;! | - :
.] Auto Scaling group
L1 EC2 EG2 :

I
I
AWS Region '
1
RU-based
“ read-only (3)

Russian Data (1)

DCin Hq;sia

b

Load Balancer

RU Data (1) ‘ \

Web Server Local DB

Replica of RU Personal Data

Amazon RDS
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Requirements addressed:
« Data residency
 Avalilability & durability
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Hybrids: Application layer

Authentication with Amazon Cognito & local Identity Provider

8 AWS Region Russia

N )

Local DC Russian IdP O -

Auth (1) > RU-based users
. Requirements addressed:
Amazon Cognito T
GraphQL API (4) .
— « Data residency
II/ " Federation (5)
Other data (7) j Personal Data (6)
Amazon DynamoDB AWS AppSync Apollo Federated Local DB

Schema
(GraphQL application)
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Hybrids: Application layer

loT with AWS loT Greengrass
AWS Region Russia

Bl AWS Cloud
1

AWS loT Core

DC in Russia

L.
D

11 Requirements addressed:
« Data residency
 Avallability & durability

5

Iy
L

Connectors
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